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APT—the New Cyberforce?

Modern Types of Cyberthreats

Today, it is impossible to imagine a military, political or economic
strategy without technology to simplify and streamline everyday operations
and process massive amounts of more or less confidential data. Even though
the idea of a new kind of battlefield, devoid of conventional arms, tanks and
aircraft is at best a distant reality, the emergence of the cybercommunity and
its governance is inescapable. Technological evolution is instrumental in the
improvement of efficiency in all spheres of public governance, but, at the
same time, information and infrastructure are being exposed to permanent
risks, and are potential target of any player with sufficient skills or resources.
In recent years, the scale of such threats has been demonstrated by Stuxnet,
Flame, Red October and other malware representing a fracture in cyberattack
tactics.! These kinds of malicious software are the weapons in national
cyberespionage campaigns and critical infrastructure attacks, slowly and
silently building up to the next generation of cyber conflicts.? These high
profile and high-risk campaigns are usually identified and classified as
Advanced Persistent Threats (APT).

An APT is a sophisticated, targeted attack against a computing system
containing a high-value asset or controlling a physical system. APTs often
require formidable resources, expertise and operational orchestration.® States

' N. Virvilis, D. Gritzalis, The Big Four—What We Did Wrong in Advanced Persistent
Threat Detection?, Eighth ARES Conference in Regensburg, 2013, pp. 248-254.

2 C. Tankard, “Advanced Persistent Threats and How to Monitor and Deter Them,” Network
Security, vol. 2011, pp. 16-19.

3 A Juels, T. Yen, Sherlock Holmes and the case of the advanced persistent threat, Fifth
LEET USENIX, 2012, p. 2.
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are the most aggressive prospective perpetrators since they have all the
capabilities to design and execute such attacks.

The acronym APT is composed of three words describing the main
characteristics of the malware or campaign. “Advanced” refers to the
complexity of technologies used by the malware, such as tailored social
engineering techniques. “Persistent” refers to their stealth and ability
to remain undetected for a long period, and “Threat” represents both the
capability and intent of a given operation. But is the definition of APTs
and the malware that falls under this umbrella unambiguous and consistent
enough to serve as a robust argument in the legal analysis?

APT’s Already Revealed

Numerous types of malware have been classified as APTs, and each of
them possess all or almost all of the characteristics previously presented.
Stuxnet, intended to attack the Natanz uranium enrichment plant in order
to slow down and sabotage the Iranian nuclear programme, was the first
most dangerous and complex threat detected and analysed.* This completely
autonomous “fire and forget” weapon succeeded in causing physical damage
to the Iranian critical infrastructure. The author of this highly sophisticated
malware (an alleged joint venture between the U.S. and Israel) had the
requisite connections and resources to access restricted and undisclosed
information. Although the attack did not cause injury or harm to any human,
it had the potential to do so.

Another example is Red October, representing probably the most
advanced and intricate cyberespionage campaign seen thus far.’ The
malware was aimed at gathering data from devices and computer systems,
infecting diplomatic, governmental, and scientific organisations from all
over the world. Extremely complex architecture was used to extract and
collect the information, and for five years it evaded detection and extracted
hundreds of terabytes of data. Currently, there is no evidence linking the Red
October campaign with a particular state. However, the stolen information
was top-level data (the malware referred to file extensions used by several

4 R. Langner, “Stuxnet: Dissecting a Cyberwarfare Weapon,” IEEE Security & Privacy,
2011, pp. 49-51.

5 M. Braganca, “Hunt for Red October: The New Face of Cyber Espionage,” SIAK-Journal,
2013; “The ‘Red October’ Campaign—An Advanced Cyber Espionage Network Targeting
Diplomatic and Government Agencies,” Kaspersky Lab Expert, 2013.
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international organisations, such as the EU and NATO), and was obviously
of great interest to any national intelligence agency.

The Kimsuky Operation is another espionage campaign classified as
an APT. Interestingly, this campaign uses very simple and basic malware.
According to the analysis,® the malware targeted organisations linked to
“The supporters of the Unification,” an organisation in South Korea and
China. This indicates a political context and establishes a framework for
a discussion on the relevance of APTs in modern geopolitics.

Late this year, the MiniDuke’ campaign was detected again, operating
after two years of inactivity, under the new name of CosmicDuke.® This new
version appears to have a very wide range of espionage interests. It targets
information from organisations involved with government, diplomacy,
energy, telecommunications, and military sectors, operating in states such as
Georgia, Russia, the United Kingdom, Kazakhstan, India, Belarus, Ukraine,
Cyprus, and Lithuania. The complexity of the malware and the countries in
which the infections have been detected lead researchers to assume that it is
a state-sponsored campaign. In particular, documents explicitly referring to
political issues, such as the recent crisis in Ukraine and NATO operations,
have been found during the investigation. These findings, along with little
language clues left in the code suggest that CosmicDuke is part of an
international cyberespionage campaign carried out by Russia. However, this
cannot be proved with absolute certainty.

An APT is much more than a complex piece of code; it is potentially
damaging piece. It does not matter whether it is a professional or elementary,
as long as it is effective and critical. The “Advanced” attribute given to an
APT is represented by the selectivity of its targets, which also expresses its
imminence. The classification of an APT is far more complicated than simple
malware analysis, since it requires much more sophisticated study, which does
not end with simple code analysis. To understand the critical nature of a target
or the possible motivations behind an attack, human involvement together
with technical, political, and military skills are required. Unfortunately, the
analysis itself is not an exact science, and due to the physical diversities of

¢ D. Tarakanov, “The ‘Kimsuky’ Operation: A North Korean APT?,” Kaspersky Lab Expert,
2013.

7 C. Raiu et al., “The MiniDuke Mystery: PDF 0-day Government Spy Assembler 0x29A
Micro Backdoor,” Kaspersky Lab, February 2013.

8 “COSMICDUKE: Cosmu with a twist of MiniDuke,” F-Secure Lab Security Response,
July 2014, www.f-secure.com.
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the APT samples, it is impossible to create a common analysis framework for
the classification of APTs. What unifies them is their political nature, which
in consequence raises a legitimate question as to the possible response of an
attacked state, and proves that only a limited category of cyberevents may
subject to legal analysis.

Bytes, Bullets, or Both?

Under the regime of the UN Charter, the use of force is considerably
limited, although not totally excluded. The phrasing of the UN Charter,
combined with five different original language versions, does not make the
analysis of APTs any easier. A careful reader will soon conclude that the
Charter refers to various notions without explaining them, and, what is more,
displays to some extent a lack of internal cohesion when it comes to the
concepts such as “use of force,” “use of armed force” and “armed attack.” In
the mid 1940s, the international community at least agreed that the notion of
the use of force did not include the use of economic dominance, as postulated
by countries from the Soviet bloc, and would be limited to the conventional
use of armed force.

99 ¢¢

Consequently, Article 51° and Chapter VII'? are the only basis for defining
a legally accepted threat or use of force, though they do not provide the
international community with a precise definition of either. According to the
general approach, the category of “armed attack” constitutes a qualified sub-
category of the wider term “use of force.” One of the approaches is also the
negative definition of armed attack, as an act crossing the threshold of Article
41 of the UN Charter. This states that the following actions cannot be classified
as the use of armed force: “complete or partial interruption of economic
relations and of rail, sea, air, postal, telegraphic, radio and other means of
communication [which, nowadays, we would understand to include mobile
phone networks and the internet as well], and the severance of diplomatic
relations.” Consequently, an armed attack is qualified as a somehow more
serious act, which reaches a relevant threshold of seriousness.

> “Nothing in the present Charter shall impair the inherent right of individual or collective
self defence if an armed attack occurs against a Member of the United Nations, until
the Security Council has taken measures necessary to maintain international peace and
security....,” Art. 51, UN Charter.

10 Action with Respect to Threats to the Peace, Breaches of the Peace, and Acts of Aggression.
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The other approach results from the judicial activity of International
Court of Justice (ICJ), which is faced with the challenge of defining an all-
embracing notion of armed attack that can be applied to different cases,!!
but which has so far failed to satisfy the international community’s need for
a decisive resolution on the exact designation of an armed attack. However,
it should be noted that one of the incentives underlying the ICJ’s narrow
approach towards armed attack is to limit a state’s unilateral decision to use
of self-defence, which could easily lead to an escalation of a crisis into an
armed conflict.

Consequently, an armed attack as well as a mere response to it, in self
defence, has to be examined separately in each case, for example, by referring
to the guidelines drawn up by the ICJ. Especially if such an attack originates
in cyberspace,'? a new type of battlefield, such an interpretation may be more
than challenging.'

The notion of a cyberattack has recently gained a lot of attention,
particularly from the military and public authorities concerned with the
security of critical infrastructure. This was demonstrated by the adoption of
a new cyberdefence policy and accompanying action plan by NATO defence
ministers in June 2011, and the current project of NATO’s Cooperative
Cyberdefence Centre of Excellence in Tallinn, which aims to revise the 2013
Tallinn Manual.”® Also, the EU adopted the Cybersecurity Strategy for the
European Union,'® and the European Commission submitted a proposal for
a Directive on Network and Information Security,'” in order to “put forward

" ICJ, Nicaragua v. United States of America, Merits, 1986, para. 176, the Legality of the
Threat or Use of Nuclear Weapons Advisory Opinion, 1996, paras 4148, Islamic Republic
of Iran v. United States of America, 2003, para. 76, the Palestinian Wall Case, Advisory
Opinion, 2004, para. 139, Democratic Republic of the Congo v. Uganda, 2005, para. 145.
One of the classical definitions is framing cyberspace as “computer networks + people +
procedures.”

U.S. Department of Defense, Quadrennial Defense Review Report, February 2010,
pp. 37-45.

14 Defending the Networks: The NATO Policy on Cyber Defence, 2011, www.nato.int.

15 M. Schmitt (ed.), The Tallinn Manual on the International Law Applicable to Cyber
Warfare, Cambridge University Press, Cambridge, 2013.

European Commission, Communication on a Cybersecurity Strategy of the European
Union—An Open, Safe and Secure Cyberspace, 2013, http://ec.europa.eu.

European Commission, Commission Proposal for a Directive concerning measures
to ensure a high common level of network and information security across the Union,
7 February 2013, http://ec.curopa.eu.
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